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1. INTRODUCTION

The present Personal Data Protection Policy (hereinafter the "Policy") concerns the "THEOTOKOS"
Foundation (hereinafter the "Foundation") and governs the personal data it processes and
maintains regarding natural persons.

The Foundation is fully committed to safeguarding the confidentiality, integrity, and privacy of
Personal Data, strictly complying with the provisions of the "General Data Protection Regulation”,
hereinafter referred to as the "GDPR".

2. DEFINITIONS

e Personal Data: Any information relating to and describing an identified or identifiable
natural person ("data subject"); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as
identification details (full name, age, residence, occupation, family status, etc.),
physical characteristics, education, employment history (professional experience,
workplace behavior, etc.), financial status (income, assets, financial conduct),
personal interests, activities, and habits.

e Sensitive Personal Data or Special Categories of Personal Data: Personal data of a
natural person revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership, genetic or biometric data, data
concerning health, social welfare, sex life or sexual orientation, as well as data
relating to criminal prosecutions, convictions, and offences, or participation in related
associations of persons.

e Data Concerning Health: Personal data related to the physical or mental health of a
natural person, including the provision of health care services, which reveal
information about their health status.

e Personal Data Breach: A breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored, or otherwise processed.

e Data Controller: The natural or legal person, public authority, agency, or other body
which, alone or jointly with others, determines the purposes and means of the
processing of personal data.

e Data Processor: The natural or legal person, public authority, agency, or other body
which processes personal data on behalf of the Data Controller.

e Processing of Personal Data: Any operation or set of operations which is performed
on personal data or on sets of personal data, whether or not by automated means,
such as collection, recording, organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction, erasure, or
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destruction.

Third Party: Any natural or legal person, public authority, agency, or body other than
the data subject, the controller, the processor, and persons who, under the direct
authority of the controller or processor, are authorized to process personal data.

3. DATA CONTROLLER IDENTIFICATION

The "THEOTOKOS" Foundation acts as the Data Controller for all personal data processed
within the framework of providing its institutional and operational services.

4. SCOPE OF PROCESSING
The scope of processing encompasses the personal data (including special categories of
sensitive data) of the recipients of our services (beneficiaries) and/or their parents/legal
guardians, volunteers, students/interns, and external partners/associates of the
Foundation.

5. GUIDING PRINCIPLES

We are strictly committed to adhering to the core principles of personal data processing as
set forth in Article 5 of the GDPR:

Lawfulness, Fairness, and Transparency: Personal data shall be processed lawfully,
fairly, and in a transparent manner in relation to the data subject.

Purpose Limitation: Personal data shall be collected for specified, explicit, and
legitimate purposes and shall not be further processed in a manner that is
incompatible with those purposes.

Data Minimization: Personal data shall be adequate, relevant, and limited to what is
necessary in relation to the purposes for which they are processed.

Accuracy / Data Quality: Personal data shall be accurate and, where necessary, kept
up to date; we ensure that inaccurate data are rectified or erased without delay.
Storage Limitation: Personal data shall be kept in a form which permits identification
of data subjects for no longer than is necessary for the purposes for which the
personal data are processed, or as mandated by statutory law.

Integrity and Confidentiality: Personal data shall be processed in a manner that
ensures appropriate security of the personal data, including protection against
unauthorized or unlawful processing and against accidental loss, destruction, or
damage, using appropriate technical or organizational measures.

Accountability: We actively adhere to and are able to demonstrate compliance with

all the aforementioned principles.
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6. COLLECTION OF PERSONAL DATA

We collect personal data in the following circumstances:

When you contact us directly—via our telephone call center or our website—to
request information regarding the services we provide.

When you register and request to receive electronic correspondence,
announcements, or newsletter updates from our organization.

When you enter into a contract and use the services of our organization.

When you complete our volunteer registration form.

When you choose to financially support the Foundation.

We process this personal data solely for the purposes detailed herein. Please assist us in
keeping your information up to date by notifying us of any changes to your personal data.

7. TYPES OF PERSONAL DATA COLLECTED

The following categories of data regarding your person may be collected and subjected to

further processing as described in this Policy:

Contact Information (e.g., Full Name, Address, Telephone Number, Email Address).
Health Data, necessary for the provision of care and services to the beneficiary.
Special Categories of Personal Data pursuant to Articles 9 & 10 of the GDPR.
Beneficiary Record and History (e.g., medical and health history, satisfaction rate,
feedback, complaints).

Application/Website/Social Media Data (e.g., cookies).

8. CATEGORIES OF DATA SUBIJECTS

The categories of data subjects include:

Beneficiaries

Prospective Beneficiaries

Parents / Legal Guardians of Beneficiaries

Volunteers

Students / Interns

Suppliers & Vendors

Natural persons in their capacity as employees, directors, or partners of a legal entity.
Third parties involved in events or circumstances related to the delivery of our
services.

Version 3/17.05.2024



h

9. PURPOSES AND LEGAL BASES OF PROCESSING

All personal data processing is conducted under a valid legal basis in accordance with Article
6(1) of the GDPR.

e Service Delivery: To manage and execute the provision of our specialized care and
services to our beneficiaries. [GDPR Art. 6(1)(a), 6(1)(b), 6(1)(f), and Art. 9(2)(a)]

e Outreach & Institutional Promotion: To respond to inquiries and keep the public
informed about our news, events, and services. [GDPR Art. 6(1)(a) and 6(1)(f)]

Note: Consent for promotional communications and outreach may be withdrawn at
any time with future effect.

e Compliance with Legal Obligations: To comply with statutory requirements imposed
by police, regulatory, tax, accounting, auditing, or judicial authorities and services.
[GDPR Art. 6(1)(c)]

Provision of data under this category constitutes a statutory obligation determined by
the respective request.

e Processing of Special Categories of Data: In accordance with Article 9(1) and (2) of
the GDPR, processing of sensitive data is restricted to legally defined exemptions,
including the explicit consent of the data subject [Art. 9(2)(a)].

10. FINANCIAL SUPPORT & DONATIONS

In cases of financial donations, the "THEOTOKOS" Foundation retains only the full name of
the donor. Financial contributions are processed online via web banking, credit/debit card,
bank transfer, or cash. Donations are deposited directly into the bank accounts listed on our
official page (https://www.theotokos.gr/theleis-na-prosferis/). The retained donor details
are utilized strictly by the Foundation for the sole purpose of issuing legal donation receipts.

11. DATA SECURITY MEASURES
We ensure that personal data is processed in strict compliance with internal policies and
procedures tailored to the respective processing purposes. We employ robust security
measures to protect personal data from misuse or unauthorized processing, including:

e Access Control: Access to personal data is strictly limited to a defined number of
authorized personnel on a "need-to-know" basis.

e Confidentiality Commitments: Employees handling personal data are bound by strict
confidentiality clauses and have graduated, restricted system access, limited to what
is necessary for the execution of their duties.

e Physical & Digital Safeguards: Sensitive data is stored on secure workstations with
authorized access only. Hardcopy records are stored in locked filing cabinets
accessible only to authorized personnel.
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e Processor Evaluation: We select trusted partners who provide written guarantees in
compliance with Article 28(4) of the GDPR, binding them to the same high data
protection standards. We reserve the right to audit these processors pursuant to
Article 28(3) of the GDPR.

e Network Security: IT systems used for processing are technically isolated from other
networks to prevent unauthorized access and hacking. System logs and access
attempts are continuously monitored to detect and mitigate anomalies at an early
stage.

12. DATA RETENTION PERIOD

We retain personal data only for as long as necessary to fulfill the operational purposes for
which it was collected, or as mandated by applicable legislative and regulatory frameworks.
Data is kept throughout the duration of our contract and, upon its termination, for the
period prescribed by the statute of limitations. Information that is no longer required is
securely and permanently destroyed. Data processed based on your consent is retained
from the moment consent is granted until it is explicitly revoked.

13. RECIPIENTS OF PERSONAL DATA

The Foundation does not transmit, sell, lease, or share personal data with third parties for
commercial or marketing purposes, unless required by law or requested by competent
authorities. Where legally justified, data may be disclosed to the following categories of
recipients:

e Authorized employees or partners acting under our direct instructions.

e Courier and postal service providers.

e External partners and contractors bound by Article 28(4) GDPR processing

agreements.
e Supervisory and regulatory authorities, as required by the applicable framework.
e Public or judicial authorities, pursuant to a statutory obligation or court order.

14. LOCATION OF PROCESSING

Personal data concerning our beneficiaries, staff, and partners is processed within the
European Economic Area (EEA).

In the event that research or specialized service delivery requires data transfer outside the
EEA, such transfer shall take place only upon your explicit, prior consent in accordance with
Article 49(1)(a) of the GDPR.
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15. PERSONAL DATA BREACH PROTOCOL

In the event of a security incident affecting the confidentiality, integrity, or availability of
personal data, the Foundation will deploy the following mitigation plan (in accordance with
Articles 33 and 34 of the GDPR):

Investigate and evaluate immediate containment and mitigation procedures.
Assess the severity of the risk and its impact on the rights and freedoms of the
affected data subjects.

Take all necessary measures to minimize potential harm or damage.

Notify the Hellenic Data Protection Authority (HDPA) within 72 hours of becoming
aware of the breach, unless the breach is unlikely to result in a risk.

Notify the affected data subjects without undue delay if the breach is likely to result
in a high risk to their rights.

Conduct a post-incident review to prevent recurrence.

16. DATA SUBIJECT RIGHTS AND EXERCISE MECHANISMS

Under the GDPR, you possess the following rights regarding your personal data:

a. Right of Access: The right to be informed about whether your data is being
processed by us and to receive a copy of that data.

b. Right to Rectification: The right to request the correction of inaccurate or
completion of incomplete personal data.

c. Right to Erasure ("Right to be Forgotten"): The right to request the deletion of your
data, applicable if the data is no longer necessary, consent is withdrawn, an objection
is raised, or processing was unlawful.

d. Right to Restriction of Processing: The right to temporarily restrict processing, for
example, while the accuracy of the data is being verified.

e. Right to Data Portability: The right to receive your data in a structured, commonly

used, and machine-readable format.
f. Right to Object: The right to object at any time to the processing of your data,
including profiling.

The Foundation will respond to your request within one (1) month of receipt. Exercising

these rights is free of charge by sending an email to our Data Protection Officer.

17. DATA CONTROLLER CONTACT DETAILS

For any queries regarding the processing of your data or to exercise your rights, please
contact the "THEOTOKOS" Foundation:
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e Phone: +30 210 2385416 (Ext. 110) | Monday - Friday, 09:00 - 12:00
e Email: dpo@theotokos.gr
e Postal Address: 2 Spyrou Theologou St., llion, Attica, PC 131 22, Greece

18. SUPERVISORY AUTHORITY CONTACT DETAILS

Hellenic Data Protection Authority (HDPA):
e Phone: +30 210 6475600
e Email: contact@dpa.gr
e Postal Address: 1-3 Kifisias Avenue, PC 115 23, Athens, Greece

19. COOKIE POLICY

Cookies are small text files containing information stored in your computer's web browser
while navigating www.theotokos.gr. You can manage or delete cookies at any time through
your browser settings. Disabling cookies may limit your access to certain features of our
website. We also utilize Google Analytics cookies.

20. INSTITUTIONAL COMMUNICATIONS & OUTREACH

Visitors can browse our website (www.theotokos.gr) without disclosing their identity. Data
collected via the website is stored on limited-access, password-protected servers.
Newsletter: To support our non-profit mission, the Foundation sends periodic electronic
newsletters. By providing your email address and clicking "Subscribe", you consent to
receive our updates. You can unsubscribe at any time by sending an email to
newsletter@theotokos.gr or by clicking the "Unsubscribe" link.

21. THIRD-PARTY LINKS
Our website may contain links to external sites not operated by us. We exercise no control

over, and assume no responsibility for, the content, privacy policies, or practices of any
third-party websites or services.

22. POLICY UPDATES AND AMENDMENTS

This Policy is subject to review and revision following significant regulatory or operational
changes. The latest version will always be published on our website: www.theotokos.gr.
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ANNEX 1: LEGAL BASES FOR PROCESSING PERSONAL DATA

According to Article 6 of the GDPR, processing is lawful only if at least one of the following

applies:

(a) Consent has been given.

(b) Processing is necessary for the performance of a contract.

(c) Processing is necessary for compliance with a legal obligation.

(d) Processing is necessary in order to protect vital interests.

(e) Processing is necessary for the performance of a task carried out in the public
interest.

(f) Processing is necessary for the purposes of legitimate interests.

ANNEX 2: INDICATIVE DATA CATEGORIES

Identification Information:

Full Name

Gender

Date of Birth

Tax Identification Number (TIN / AOM)
National ID Card Number

Social Security Number (AMKA)

Contact Details:

Physical Address
Email Address
Landline / Mobile Phone Number

Unique Identifiers:

Beneficiary ID / Code

Special Categories of Personal Data (Sensitive):

Medical History
Health Data (e.g., employee sick leave records)

Beneficiary Records:

Beneficiary or Guardian Satisfaction Ratings
Complaint History
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